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Introduction
We feel that this year’s 2018 survey highlights a critical juncture in the evolution of cloud based
solutions. Working in the Cloud is now considered to be a key requirement for professional
services firms of all sizes. Firms overwhelmingly prefer cloud with 90% of respondents considering
cloud as being essential for key platforms and software applications. This is up from the 75%
reported in the last year's survey. And while cloud computing can now be considered a
mainstay technology solution, it is perhaps surprising that 34% of firms surveyed are uncertain
that cloud offerings adequately cover information governance requirements. There exists a
potential gap between those firms taking advantage of the benefits of the Cloud for
themselves and for their clients, and for those who may be left behind during a period of
unprecedented digital disruption.
While the focus of the report remains on Cloud adoption we also introduced questions on
Innovation and Risk/Security, which were also the main themes for our Taking IT to the Cloud
conference 2018. To some extent we have broadened the focus from Cloud because, as this
survey and other surveys show, the journey to the Cloud is inevitable, and while there is still
some resistance to storing client data in the Cloud, as much from clients as from professional
services firms, these concerns are gradually being addressed. We think it is safe to say that no
organisation operates without some level of exposure to the Cloud, be it in the form of email,
website or client portals, while the range of services being offered continue to broaden and
grow.

Overview
For a number of reasons – including mobility, accessibility, collaboration and business
continuity – IPS has long been an advocate of moving to the Cloud. Our report confirms that
the journey continues, with the number of firms having a preference for Cloud solutions
increasing. There are obvious hurdles that prevent firms adopting a pure Cloud profile that has
all applications as SaaS – for larger firms the absence of a SaaS PMS is one, and the concerns
of some clients about security remains another. While the former may take some time to
overcome we believe that client acceptance of Cloud solutions is inevitable. If the
Department of Defence can accept Cloud services and data storage then we feel that any
organisation, however conservative, will ultimately have their concerns allayed, especially as
it is generally accepted that the security of Cloud services is, out of necessity, superior to that
provided by traditional software and services models.
The areas of security, risk management and governance are among the highest priorities for
legal firms, to some extent driven by clients, especially those in the financial sector, and by the
new data breach disclosure laws. Firms will inevitably have to spend more to protect their client
information, and one way to improve the security of data is to move to the Cloud and avail
themselves of the inherent security features provided by SaaS solutions. A particular example
of this can be seen by the increasing adoption of Mimecast, a Cloud based solution that
provides a number of security features as well as email archiving. Oher Cloud providers, such
as Netdocuments, are placing increasing emphasise on their inherent security features, and a
revitalised Workshare is promoting the security aspects of their new to market offering Transact.
In our view the takeaway from this is however good your product is the security features are
equally important to prospective clients.
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In his opening presentations at our conferences John Ahern, the CEO of InfoTrack, provided
compelling reasons why moving to Cloud should be a logical choice, and short term
commercial considerations was not one of them. What is of greater importance was the
resilience, agility, and flexibility that Cloud offers, and the ability to implement updates daily,
and during business hours, without any disruption, was a driving component of InfoTrack’s
Cloud Strategy.
Something we have previously reported on is the demise of Enterprise Search. While not quite
dead, the leading provider of Enterprise Search, Recommind, has abandoned the Australian
market altogether as well as turning their focus to eDiscovery. The ROI for Enterprise Search has
always been difficult to quantify, and our previous survey showed that there were no new firms
considering implementation, while the view of the success of existing implementations was
ambivalent. Because the main repository for search is the DMS, and the search engines
provided by the two major vendors in this space provide increasingly sophisticated search, this
seems quite logical. Although iManage’s purchase of RAVN has caused some excitement it
should be noted that it is currently an addon, and although it brings some useful functionality
and may ultimately replace their current search engine, iManage clients will be aware of how
many search engines there have already been. Ultimately, what users prefer is a single search
interface, and the DMS remains the logical place for enterprise search capabilities.
Both iManage and Netdocuments are investing in advanced data analytics, entity extraction
and other services that should add significant value to knowledge and matter management,
as well as pricing analysis. In addition to solid enterprise search capabilities RAVN provides
iManage with some powerful analytics, machine learning and a visualization platform.
iManage is planning to integrate key RAVN tools into its platform. NetDocuments has also been
developing similar capabilities with its sizable investment in SOLR and Lucene open source
search tools, and a partnership with Kira is also a possibility. Ultimately this competition is good
for clients, although we don’t see iManage being a true Cloud competitor to Netdocuments
in Australia until they have a local implementation of their multi-tenanted, SaaS, platform.
Our survey showed that while there is considerable interest in AI (59%) and that 69% of
respondents are looking at AI solutions, only 28% have deployed an AI application. The most
popular area is document review and contract automation, where products such as Kira,
RAVN and Luminance have generated interest and been deployed. Perhaps that the lines
between innovation and AI are somewhat blurred, and the 2017 ILTA survey indicates that
interest and deployment of products such as Watson is modest. However, Cloud computing
solutions do facilitate rapid deployment of AI solutions and a good example here is Checkbox
AI, a workflow platform which can be used to automate expert decision making and help
meet client regulatory demands.
Blockchain currently generates less interest, with a significant number of respondents, 50%,
acknowledging that it is not really understood. That should not be taken to mean that
Blockchain technology will not have a future role in legal.
While there is considerable interest in innovation, and while it is recognised that this may not
necessarily involve technology, there is a broad expectation that technology will underpin
innovation. The greater focus on innovation can be seen with the establishment of innovation
committees, or the appointment of key people to be responsible for innovation. And in the
main the innovation is driven by improving client service, whether it be directly or indirectly,
and firms are engaging more with clients to discuss how they might use innovation to service
them better. We see this trend increasing, along with the investment, or a realignment, in
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technology and resources, to meet the needs and expectations of clients and to enable firms
to at least keep abreast, and occasionally be in front, of their competitors.
Both the Survey and the IPS conferences had a focus on security and risk, with the majority of
firms surveyed (93%) expressing an increased concern about risk, while 97% have sought
external expertise to assist them with improving their security and reducing risk, and specialist
companies such as The Missing Link are benefiting from this. The top concern for Australian
firms is User Education and Awareness. At our conference we heard from Clayton Utz about
the steps they are taking to improve their overall security posture by seeking accreditations,
and we had Workshare introduce their new Transact and Risk Analytics solutions.
The survey also asked what the top 10 priorities for 2018 – 2019 were, and once again Improving
Lawyer Efficiency ranked number 1, with Improving Security, Reducing Risk ranked number 2.
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Demographics
As in previous surveys we accepted anonymous responses, although the majority of
respondents were happy to provide the names of their firms. Our survey of 47 firms means that
we have a slightly larger sample than in 2017. We acknowledge that we were prescriptive in
respect to the firms we asked to complete the survey, as the demographics illustrate. However,
we recognise that there are boutique firms whose business model is based on Cloud and
innovation and would therefore be firms that would also be ideal respondents. In future surveys
we will endeavour to capture more of these new firms.
The firms, based on size, were as follows:

Size of firm
0%
5%
20%

61%

15%

101 – 500

501 – 1,000

>1,000

<100

Not surprisingly the firms were predominately Sydney or Melbourne based, although many had
a national presence. However, there were also respondents from Adelaide, Brisbane, Perth
and NZ.
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Section 1 – Cloud
Question - Does your Firm presently consume a significant amount of Cloud
computing resources?
While 39% of firms are now consuming a significant amount of Cloud computing resources, a
trend that will inevitably continue to grow as more, or alternative, software vendors look to
deliver SaaS solutions. A notable example would be iManage, which is offering a hosted
solution until it can bring to market its multi-tenanted SaaS model. The same percentage is not
consuming a significant amount of Cloud resources, but that does not mean they are not
consuming any Cloud services. At our conference one of the more compelling presentations
was from Checkbox AI, with their Cloud based workflow tool. The presentation generated
considerable interest amongst delegates and many believed that this was a platform they
could use. It was also interesting to see the advances that Chrome River have made with their
Cloud based solution. We feel that AI is a term that could reasonably be applied to both
products. It is worth noting that of the firms surveyed, 20% only use cloud resources for nonsensitive activities. OnePlace, a CRM built on Salesforce, has, like Chrome River, only ever been
a Cloud based platform, and one that is having considerable success both in Australia and
internationally.

Does your Firm presently consume a significant amount of Cloud
computing resources?

3%
18%
39%

39%

Yes

No

Only for discrete or non-sensitive activities

50/50 but soon to increase to majority cloud
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Question - What will be the primary computing posture for your organisation
over the next three years?
The survey indicates no clear preference with the cloud computing posture currently quite
fragmented. Hybrid cloud (40%) is the most popular and this is likely due to the fact, already
mentioned, that key line of business applications currently have limited cloud based support.
Another explanatory factor is the perceived residual concern around data governance and
security. This suggests a hybrid approach is currently influenced more by necessity than by
choice.
Significantly, only 4% of respondents expect to maintain a traditional on-premise data centre.
This also confirms clear momentum towards cloud computing and it will be interesting to see
which, if any, primary posture becomes dominant over the next three years.
What will be the primary computing posture for

24%
40%
4%
4%
4%
4%

20%

Hybrid Cloud

yet to be confirmed

Managed Service

Inhouse (Traditional)

SaaS

Public Cloud

Private Cloud

This graph on estimated spending on Cloud is courtesy of Workshare

Estimated % current IT Spend on Cloud technology
4%

11%

34%

20%

31%

0-19%

20-39%

40-59%

60-79%

80%-100%
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Question - Which Cloud computing strategy best describes your approach
Reconciling the answers of this question with those of the previous one suggests that those firms
with a predominantly Hybrid approach have most likely included SaaS. SaaS is currently the
preferred approach. This is perhaps best explained by the number of point-specific solutions
that are popular and relatively easy to deploy for applications such as email management,
expense management, recruitment management, IT service management and for CRM
applications such as OnePlace. Some firms may wish to undertake a ‘best of breed’ approach
with multiple SaaS solutions that are considered to be the best choice in their respective field.
Other firms may wish to consolidate private cloud as the preferred strategy. In any event it
would appear that there will be significant growth in private cloud deployments over the
coming year given that only 4% of respondents currently utilise private cloud and that 24%
(from the previous question) expect to utilise private cloud within the next three years.
Which Cloud computing strategy best describes your approach?
0%
4%

24%

36%
4%

24%

8%

Cloud First

Cloud Private

Hybrid

IaaS

SaaS

Still under discussion
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Question – Have you already made significant progress in implementing
your strategy?
The difference between the number of firms that have made significant progress and those
who consider themselves in the early days of implementation, is marginal. This suggests that
while the intent is there the reality is that many are still operating predominantly in their
traditional IT environment. We feel that firms are reaching a critical juncture, recognising there
is clear momentum towards cloud solutions and expecting this transition to continue over the
next few years. However, 48% of firms surveyed consider the journey is yet to commence in
earnest. This suggests that there will be significant resources required in the short to medium
term in order to undertake and complete the transition. It also highlights the need for rigorous
business case development, due diligence and the need to carefully manage the allocated
budget to ensure return on investment
Have you already made significant progress in implementing your
strategy

48%
52%

Yes – we are well and truly on the march

No – it’s still early days
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Question – Are you, or have you adopted, Office 365
An overwhelming percentage of firms have, or are in the process, of moving to Office 365.
However, we consider that most firms may be using Office 365 more as a subscription model
than as an actual deployment model. For example, they might allow pure cloud storage for
some home users for personal use or they might use some components such as Skype for
Business. We doubt that 69% of firms are storing Word documents in the cloud.

Are you, or have you, adopted Office 365?

31%

69%

Office 365

No

Question – What Cloud services have you adopted, or will be adopting?
As this graph illustrates, SaaS is, or will become, the most popular service. Cloud backup is also
prominent, but not clear is whether this can be interpreted as using the backup/redundancy
that is often an integral part of a Cloud Solution, such as Mimecast or Netdocuments, or
whether it is confined to Cloud backup services. The growing use of IaaS is also interesting and
shows that firms are quite prepared to move from traditional ownership of hardware.

What Cloud services have you adopted, or will be adopting?
SaaS

66%

IaaS

49%

PaaS

7%

Cloud Devops

19%

Cloud Backup

54%
0%

10%

20%

30%

40%

50%

60%

70%
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Question - When you are considering key platforms or solutions how
important is it that it is Cloud based?
This chart shows an overwhelming preference for Cloud based solutions and endorses the drive
by vendors to develop cloud based software. Firms are very aware that vendors are investing
heavily in Cloud solutions, and that this is where the real innovation is most likely to happen.
When you are considering key platforms or solutions how
important is it that it is Cloud based?

7%

3%

90%

Preferred

Not Important

Unsure

Question - Do you consider that Information Governance requirements for
your firm are adequately covered by current Cloud offerings?
Most firms consider the Governance requirements of Cloud offerings to be adequate, which is
an endorsement for vendors providing Cloud services. That said there are still 34% of
respondents who have said either ‘only occasionally’ or ‘unsure’ or ‘no’. This confirms that
some residual concerns remain.
Do you consider that information governance are
adequately covered by current Cloud offerings?

14%

3%

17%
66%

Only occasionally

No

Unsure

Yes
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Section 2 - Client Matter related Digital Services
Question - Does your Firm offer bespoke Digital Services to clients?
This was a multiple choice question and while the two services mostly offered are fairly
predictable the variety of digital services is quite varied and increasing. This is one area where
firms can be innovative in improving client services.

Does your Firm offer bespoke Digital Services to clients?
63%

File exchange (large file send)

7%

Online matter engagement

5%

Legal Action Calculator

10%

Legal Document Authoring

5%

Contract Exchange

10%

Payments gateway

37%

Data/Deal rooms

27%

eDiscovery/eLitigation

17%

Legal Knowledge and Decision Making tools

12%

General Matter management

24%

Online Workflow / Case Management

27%

Online Reporting

73%

Client Extranet

0%

10%

20%

30%

40%

50%

60%

70%

80%

Question -What is happening to investment and internal resources applied
to such systems

50%

What is happening to investment and internal resources
applied to such systems?
48%

45%

43%

40%
35%
30%
25%
20%
15%
10%
5%

5%

5%

0%
Shrinking

Growing

Stable

Irrelevant
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Question - Do you believe that Digital Legal Services are an important
differentiator?
The majority of firms do believe that Digital Legal Services are a differentiator, while a
significant proportion have yet to be convinced.

Do you believe that an online client collaboration platform is
a differentiator?
3%
32%
46%

19%

Too early to tell

No

Yes

Unsure

Question - Digital Strategy, what is it about?
The majority of firms consider that their digital strategy is about inventing new ways of
conducting business.

Digital Strategy is about?
0%
14%

20%

66%

Inventing new ways to conduct business
Ticket to Play
Dominate a method, be seen to be innovative
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Section 3 - Workplace Mobility/Flexibility
Question - Is the provision of a mobile/flexible work environ ment important
to your firm?
94% of responding firms answered yes, recognising that the workplace environment is
changing and that mobility has become critical.

Question - Are your Firm’s mobility requirements adequately addressed?
Despite the recognition of the importance of mobility 60% of firms have yet to address their
mobile requirements adequately. This suggests to us that there is possibly a lack of investment
or a reluctance to move from legacy platforms such as Citrix.

Are your Firm’s mobility requirements adequately
addressed?

6%

43%

54%

Only Partly

Yes

No

Question - Is your Firm experiencing significant workplace change due to
greater workforce mobility?
A majority of firms acknowledge that their workplaces are changing due to the increasing
mobility of their workforces. Studies suggest that this is what millennials expect.

Is your Firm experiencing significant workplace change
due to greater workforce mobility?
3%
15%

27%

55%

No

Too early to tell

Yes

Unsure
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Question - Does your Firm have clear and adequate policies in place to
support a mobile and flexible working environment?
This graph shows that firms are still coming to terms with the impact of mobility, with just over
half of the respondents considering that formulating policies is still a work in progress. That said,
it should be acknowledged that mobility is constantly evolving, which suggests flexible policies
are important.

Does your Firm have clear and adequate policies in place
to support a mobile andflexible working environment?

47%
53%

It’s a work in progress

Yes
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Section 4 – Innovation
Question - Does your firm have a resource(s) focussed on Innovation?
While not overwhelming the percentage of firms that now have resources focussed on
Innovation is a healthy 60%, and in our sample group we expect this to increase.

Does your firm have a resource(s) focused on Innovation?

40%

60%

Yes

No

Question - Does your firm believe that being innovative will help your
business?
This question was multiple choice and shows that a similar percentage of firms have
expectations that innovation will help them grow their businesses, improve efficiencies and
also help retain clients.

Does your firm believe that being innovative will help to?

4%
31%
36%

29%

Grow the business

Retain clients

Improve efficiency

Other

Page 16 of 26

Section 5 – Artificial Intelligence
Question – are you taking AI seriously
In line with the previous question about innovation the majority of firms are taking AI seriously.
Are you taking AI Seriously

41%

59%

Yes

No

Question - Is your firm looking at AI Solutions?
Interestingly, despite 59% of respondents not taking AI seriously 68% are still looking at AI
solutions, which suggests that the reality is that there is a paucity of true AI offerings, and that
some, such as IBM’s Watson, are too expensive. This view is supported by the following
question.
Are you looking at AI solutions?

31%

69%

Yes

No
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Question - Have you deployed any solution that can be truly said to include
AI?
Not surprisingly only 28% of firms claim to have deployed a solution that claims to include AI.
One of these that is generating interest is Luminance, while others mentioned include Kira,
RAVN and Neota.
Have you deployed any solution that can truly be said to include
AI?

28%

72%

No

Yes

Question - Does your firm understand Blockchain?
An even split between those who believe that they understand the technology and those that
don’t.
Does your firm understand Blockchain?
0%

50%

50%

No

Yes
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Question - Is this a technology your firm is planning to utilise in 2018?
Not surprisingly considering the lack of understanding of the technology only a modest
percentage of firms are planning to utilise Blockchain. One example cited is Docusign.

Is Blockchain a technology your firm is planning to utilise in
2018
10%

90%

No

Yes
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Section 6 – Security and Risk Management
Question - Is your firm more concerned about security/risk management
than it was 12 months ago?
A massive 93% of respondents are now more concerned about security/risk, a concern that is
reflected in the 2017 ILTA report.
Is your firm more concerned about security/risk management
than it was 12 months ago?

7%

93%

Yes

No

Question - Are you introducing new security measures to prevent c yber
threats?
100% of respondents said yes, reflecting the heightened level of concern about potential risks.
Returning briefly to the theme of the Cloud, firms are now recognising the potential to leverage
investment in Cloud solutions such as Mimecast to better respond to the threats of external
malware attacks as well as the opportunity to help eliminate or prevent the threat of internal
data loss. This is something that can be achieved through simple configuration or modular
enablement and which would be significantly more challenging using traditional hosted
infrastructure.

Question - Have you sought advice/reviews from external security experts?
The majority, 97%, of respondent have sought advice from external security experts.
Considering the heightened concerns about security and the complexity of the problem this
should not be surprising, and it also recognises that it is ultimately better to enlist the help of
experts than invest in internal resources to manage and implement adequate security. But
moving solutions into the Cloud is also moving the security responsibilities and reducing the
internal management requirements. However, because you have moved solutions into the
Cloud doesn’t mean a firm can abrogate its responsibilities entirely, and it is incumbent on
them to confirm and test the claims of their suppliers. Expert information security and cyber
security providers such as The Missing Link have built a significant and trusted profile over recent
times in assisting firms in addressing gaps and in layering security solutions to better manage
the attack surface.
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Security graph courtesy of Workshare.
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ILTA’s top 10 security/risk issues for 2017
Acknowledging the heightened concerns about security and risk we have included the top
10 concerns from the 2017 ILTA survey and asked the Australian firms to rank them.
The top concern for our Australian respondents was User Education and Awareness, while this
ranked number 3 for ILTA respondents. The top concern for ILTA respondents was Balancing
Security with Usability, while this ranked number 3 for our Australian respondents. Despite the
differences in rankings what is more notable is that they both rate in the top 3, showing that
while user behaviour is seen as a major vulnerability there is an equal concern about
hampering user productivity by imposing security that is seen as onerous.
The graph below shows the ILTA rankings, prefixed by I, followed by the Australian rankings,
questions prefixed by A.

ILTA and Aus top 10 Security Concerns
I - Limited Time Resources

9

A - Limited Time Resources

10

I - Data Loss / Leak Prevention (DLP)

10

A - Data Loss / Leak Prevention (DLP)

9

I - Firm Culture

7

A - Firm Culture

8

I - Malware / Virus / Zero Day Threats

4

A - Malware / Virus / Zero Day Threats

7

I - User Acceptance and Behaviour

2

A - User Acceptance and Behaviour

6

I -Social Engineering / Phishing

5

A - Social Engineering / Phishing

5

I - Staying Current with Threat Landscape

8

A - Staying Current with Threat Landscape

4

I - Balancing Security with Usability

1

A - Balancing Security with Usability

3

I - Client Security Requirements

6

A - Client Security Requirements

2

I - User Education and Awareness

3

A - User Education and Awareness
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Key priorities 2018-2019
For the third consecutive survey Improving lawyer efficiency has been ranked the top priority.
Improving security, reducing risk, is once again in the top 3.

Top 10 Priorities for 2018 - 2019
12
10
8
6
4
2
0

1

2

3

4

5

6

7

8

9

10

Page 23 of 26

Conference Sponsors

Disclaimer
We acknowledge that the sample size is relatively small (47 firms surveyed) and that the
respondents were all legal firms, and therefore cannot be taken as being representative of all
professional services. However, taking into account the findings of other surveys, both here
and internationally, in particular the 2017 ILTA Survey, we believe that our findings can be
considered as reasonably reflecting the cu. We also acknowledge that, to some extent, this
report reflects the opinions of the authors.

